It is now possible to design and build systems which incorporate a large number of processing elements. IO], however, they require exponential time and it was unknown if faster algorithms existed.
Introduction
In a system-level fault diagnosis problem there are a collection of objects ( hardware modules, software modules, combinations thereof) and a set of diagnostic tests which objects perform on one another. From the results of these tests we hope to determine which, if any, of the objects are faulty. Followkg the model introduced in [28] , we represent this problem with a directed graph in which each object is represented by a vertex and each test is represented by a directed edge. Specifically, there is an edge from U to v iff object U tests object U.
L1
, if there exists any compatible vertex labeling & it is unique. Definition 1.6. Given B t-diagnosable digraph G and an edge labeling L E L ( E ) the t-diagnosis problem is to fmd a vertex labeling L' E Lt(V) compatible with L ( if one exists ). 51 . In particular, they required at least O((V1 choose t ) time, and t can be as large as L(lVl/2)l in a t-diagnosable digraph. In [SI a polynomial time algorithm to approximate t is also presented. Its time complexity is the same as our algorithm's, O(IEIIVIS12), however, no bound is claimed and we have constructc3d examples where the true value oft End its approximation differ by a factor of two.
Characterhation of t-Diagnosable Digraphs
In figure 1-a we give an example of a 1-diagnosable digraph. There is a simple proof [28] that if a digraph is t-diagnosable then the indegree of each of its vertices is t or greater. A large number of other partial characterizations of the t-diagnosable digraphs appear in the literature. The first full characterization is due to Hakimi and .4min [18] . Our statement of the theorem is closer to that of Allan, Kameda and Toida [2] . We include its proof here for completeness. The characterization uses the following definition.
Definition 2.1. Let C('V, E ) be a digraph with 2 C V. P * ( Z ) = ( w : w E V and there exists z E Z such that w -+ z E E} -Z ( i.e. the set of vertices in V -Z which have edges to some vertex in Z ).
Proof. Part I: Let G(V,E) be a digraph which is not t-diagnosable. We will show there exists Z c V with Z # 0 and II'-'(Z)l+ lZ1/2 < t . Note The definition of a cut given below is different from the definition when edge weights are not used and is particularly useful in a flow network which has capacities on both edges and vertices. It is used in [24] for that type of network. 
I

Relationship Between Network Flow and t-Diagcosability
We now define a digraph and capacity function which we use to show the basic relationship between network flow and t-diagnosability. 
We also define a capacity function c' on E' U V':
For all e E (31
For all e E E, c'(e) = 00 .
Our algorithm is based on the following theorem. show G is not t-diagnosable. Let C1 and C2 be the edges and vertices, respectively, in a min-cut. There are two types of edges in G', those with capacity 112 and those with infinite capacity.
Since C1 and Cz form a cut of finite capacity we can conclude each edge in C 1 has capacity 1/2. All vertices in G' have capacity one so each vertex in CZ has capacity one, thus:
, and note Z # 8 because 31 -+ s2 must be in C1, thus s2 E 2. Also note, trivially,
Assume not. There exists y E r-' (2) For this digraph one can show the following:
Prooj. Straightforward application of the cut definition
This shows G is not t-diagnosable by our earlier characterization, and thus completes part I of the proof.
Part 11: Suppose C' is not t-diagnosable. We will show that for some 82 E V, there is a cut in the flow network (G'(V', b), Q, 82, e') which has capacity less than or equal to t . Let 2 be a non-null set of verticta such that 11'-1(2)1 + 12112 5 t . Let 92
be an arbitrary member of Z. We claim the following sets form a cut in the flow network:
m We now present the algorithm Input: digraph C(V, E).
Output: max int t such that G is t-diagnosable. 
t/e-Diagnosabillty
Friedman [15] introduced the concept of t/s-diagnosability which was further analyzed in [6] and [23] . A digraph is t/sdiagnosable if the system it models can localize all faults to a set of s components, assuming t or fewer of the components are faulty ( i.e. faulty vertices need not be uniquely identified ). We d e h e this formally. First, a preliminary definition: ( Notation:
"union: I' E {1,2, ..., k } of Fin is used for aU;E{l,2 ,..., k)Fi" ) We now show t/s-diagnosability is co-NP-complete, and sketch polynomial time algorithms for t / t and t / ( t + 1)-diagnosability. (In the full paper we shall show that for any fixed integer k > 1, t/kt-diagnosability is co-NP-complete, and there is a polynomial time algorithm for t / ( t + k)-dianosability).
Theorem 6.2. If digraph G(V,E) is not t/e-diagnosable then
there is an edge labelling and compatible fault sets Fl,Fz, .. 
., F, w i t h r s a -t + 2 s u & t h a t f o r d l i E
I
We show that deciding if a digraph is t/s-diagnosable is co-NP-complete. We require the following problem descriptions. 
QUESTION: Is G t/s-diagnosable?
Theorem 6.4. t/a-Diagaosability is co-NP-complete
Proof.
Sketch: If G is not t/a-diagnosable then there is an edge labeling and compatible fault sets Fl, Fz, ..., F, with r I s -t + 2 which certify G is not t/s-diagnosable. If s 2 IVI then G is tdiagnosable, so the certificate has polynomial size. Thus, the problem is in CO-NP.
Let G(V, E), A, B, /CA, k~ be an instance of bipartite smothering. We will first give a reduction which works when k~ > 1. We define the following instance of t/s-diagnosability. Let it yields an instance which is not t/a-diagnosable.
I
We now describe the fast algorithms for t/t and t/(t+l). In 16) a characterization of t/t-diagnosable digraphs appears which may be restated as follows:
or ( f o r dl.2 V with lZl 2 2, lI'-*(Z)l+ 1 4 / 2 > t ) .
To design an algorithm using this fact we note that, for any pair of vertices U; and v i we can modify G' by adding a sink vertex 82, adding directed edges from vi to a2 and from u j to 82, and changing the capacities of vi and ui to infinity. We claim that:
for all vi, u j E V the value of the maw-Row in the Bow network (C'(V', E'), s1,az, e') is greater tban t .
We can construct a modified G" to solve the network Row problems and achieve a time complexity of O(IEIIV1'/'). 
Other Diagnosabilitien
The diagnosabilty questions for several other types of system-level fault diagnosis are co-NP-complete. In probabilistic fault diagnosis 1251, p-t-diagnosability is co-NP-complete.
In weighted fault diagnosis 1251, t-diagnosabiiity is co-NP-complete. In fault diagnosis with formulas 1151 (even with just disjunction), t-diagnosability is co-NP-complete (in preparartion).
(Note, this does not rule out the usefulness of these concepts since some classes of digraphs may be provably diagnosable and these digraphs may even have fast diagnosis algorithms.)
Diag~ost
Recall the t-diagnosis problem is: Given a t-diagnosable digraph G and an edge labeling L E t ( E ) find a vertex labeling Recently, Dahbura and Masson [9] presented an elegant algorithm for this problem. 
L' E L,(V) compatible with L ( if one exists
Conclusion
We have presented the first polynomial time algorithm for testing t-diagnosability. This is a significant advance in systemlevel fault diagnosis. We also presented part of our analysis of t/s-diagnosability, including the fact that it is eo-NP-complete and that there are polynomial algorithms for t / t and t / ( t + 1)-diagnosability.
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